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Abstract

The increasing integration of gas-fired units (GFU) and power-to-gas (P2G) technology has led to
the interconnection of natural gas and electricity networks. However, these integrated electricity-
gas energy systems' advanced information and communication equipment raise cybersecurity
concerns. This research proposes an entropy-based load redistribution (LR) attack detection
approach for such integrated networks. The objective is to overload multiple electrical lines and gas

2023 pipelines using a bi-level LR attack model while ensuring system security through a defense
Keywords strategy. Instead of relying on deep learning algorithms, this study leverages entropy-based
Power System; techniques for attack detection. To thoroughly investigate the attack space, an attack detector based
Natural Gas System; on entropy is trained utilizing a combination of normal data and randomly generated LR attacks.

The efficacy of the suggested methodology in mitigating the hazards linked to inaccurate data
injection is substantiated via simulations conducted on a modified version of the IEEE 118-bus

False Data Injection;
Load Redistribution Attack;

Entropy; power system, which incorporates a 14-node gas system. The findings indicate that the entropy
Attack Detection; detector effectively detects stochastic and purposeful attacks, thereby augmenting the security of
Interdependency interconnected gas and electricity networks.

1. Introduction

The growing utilization of sophisticated metering and
sensing infrastructures, as well as data collection and
communication systems, has led to the advancement of
power systems, making them more intelligent. However,
this progress has also rendered these systems susceptible to
cyberattacks [1], [2]. Energy management systems (EMSs),
which are integrated with power systems to ensure efficient
and reliable operation, rely on supervisory control and data
acquisition (SCADA) systems for facility monitoring and
inspection [3]. However, the interconnectedness of EMSs
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with SCADA and communication systems means that
cyberattacks targeting these systems can have severe
financial and operational consequences.
An infamous incident occurred in 2015 when a cyberattack
targeted Ukraine's SCADA system, resulting in a
substantial power outage [4]. The incorporation of gas-
fired units (GFUs), combined cooling, heating, and power
(CCHP) units, and power-to-gas (P2G) units has resulted in
increased interconnectivity between electricity and natural
gas networks [5], [6]. Consequently, a cyberattack on the
gas or power system can profoundly impact the
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interconnected counterpart. To mitigate the risks of
potential cyberattacks, it is essential to investigate effective
detection methods for securing electricity-gas integrated
energy systems.

FDI attacks, specifically load redistribution (LR)
attacks, are a significant threat to power grid security and
can result in financial losses due to energy price
manipulation [7]-[9]. In contrast to manipulating direct
control signals, it is comparatively simpler to carry out FDI
attacks while being more challenging to identify, as
indicated by sources [10]-[12]. LR attacks have attracted
considerable attention among various FDI attacks [13],
[14]. Even with limited network information, simulations
have demonstrated the successful execution of LR attacks
by manipulating load data [13]. These attacks manipulate
load data obtained from measurements, forcing system
operators to modify their dispatch plans, which can lead to
N-1 contingencies in the power system [14]. The primary
targets of LR attacks are economic dispatch (ED) or optimal
power flow (OPF), disrupting the optimal generation
scheduling and potentially causing overloaded electrical
connections and cascading failures. Given the potential
consequences of LR attacks, it is imperative to develop
effective detection strategies to safeguard the integrity and
reliability of power systems.

Numerous techniques for detecting attacks have been
introduced in research studies. A multivariate Gaussian-
based anomaly detector that takes advantage of the
correlation features of micro phasor measurement units
(PMUs) during training is one such approach suggested in
[15]. However, the effectiveness of this approach relies on
the presence of installed PMUs within the system. Another
technique in [16] uses reactance perturbation to detect and
characterize attacks. Nevertheless, this approach is limited
in its effectiveness when the attacker has limited resources.
Reference [17] introduces a tri-level optimization method
to prevent LR attacks, while [18] proposes a detection
method that monitors suspicious branch flow changes and
anomalous load deviations. However, neither of these
methods specifically addresses assaults that do not cause
line back-ups. To combat financially motivated FDI attacks,
[19] analyzes a model and proposes an incentive-reduction
technique that safeguards a subset of meters. Moreover, the
utilization of machine learning techniques has been
expanded to identify load redistribution (LR) attacks more
exhaustively. As the author in reference [20] exemplifies, a
combination of supervised and semi-supervised machine
learning methodologies can leverage attack vectors'
statistical and geometric characteristics to detect instances
of false data injection (FDI) attacks. The reference authors
[21] have introduced a deep reinforcement learning
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approach tailored to identify low-rate (LR) attacks. [22]
introduces three machine learning algorithms, including
nearest-neighbor, semi-supervised one-class SVM, and
replicator neural network, which employs thresholding to
detect LR attacks by comparing estimated loads with
historical data. These various approaches contribute to
exploring effective methods for detecting and mitigating LR
attacks in integrated energy systems.

In addition, the integration of gas-fired units (GFUs)
with both natural gas and electrical systems imposes the
need for coordinated operating approaches [23], [24].
While power and natural gas systems traditionally operate
independently, significant connections exist between their
day-ahead and real-time operations. This growing global
awareness of interconnected electricity-gas networks has
drawn attention to potential security challenges [25], [26].
The authors of Reference [26] propose a novel methodology
that considers the perspectives of both defenders and
attackers when protecting critical components of integrated
electricity-gas networks. Additionally, Reference [5]
introduces a tri-level method for fortifying networks,
aiming to improve the ability of gas and electric pipelines to
withstand potential harm caused by natural calamities.
Another relevant contribution is reference [27], which
presents a resilient resilience-constrained UC model that
enhances the system's ability to handle N-k contingencies.
However, the existing research primarily focuses on
defense strategies against physical attacks and
contingencies such as line and source cutoffs, with limited
exploration of cybersecurity aspects in integrated systems.
It is imperative to underscore that the natural gas
infrastructure is vulnerable to cybersecurity risks. In
reference [28], the significance of proficiently handling
security risks linked with wireless sensor networks is
emphasized while examining the influence of sensor data
security on gas and oil systems. Furthermore, [29]
examines the impacts of two cyber-physical assaults on the
gas infrastructure. The attacks mentioned above
encompass pressure integrity attacks aimed at high-
pressure transmission pipelines for natural gas and cyber-
attacks on SCADA systems of power grids, which can
impede gas delivery. Consequently, there is a notable lack
of comprehension regarding the approaches to detect
cyber-attacks on integrated electricity-gas systems.
Therefore, comprehensive investigations are necessary to
thoroughly understand the intricate interactions within
these integrated systems under various cyber-attack
scenarios [30].

Our approach utilizes an entropy-based detection
method to identify LR attacks on integrated gas and power
systems instead of relying on deep learning techniques. A



training data encompassing normal and attack scenarios
must be constructed to apply this method. A unique
strategy is proposed to handle the attacked data, which
involves the generation of random LR attacks. Integrating
gas-fired wunits and power-to-gas technology into
interconnected energy systems has heightened cyberattack
vulnerabilities. This paper addresses the pressing issue of
load redistribution (LR) attacks within this context. LR
attacks pose a significant threat to power grid security and
economic stability. The primary objective of this research is
to propose and evaluate an entropy-based approach for
detecting and mitigating LR attacks in integrated gas and
power systems. This paper aims to contribute to developing
effective cybersecurity strategies for safeguarding the
integrity and reliability of these interconnected systems
[31].

To address the existing gaps in the literature
concerning LR attacks on electricity-gas integrated
systems, this paper proposes a detection strategy based on
the entropy method. This research aims to thoroughly
investigate the interactions and impacts of LR attacks and
develop an effective detection approach. The principal
findings of this investigation can be briefly outlined as
follows:

1. This study presents a novel framework for
detecting LR attacks on integrated gas and power
systems. The proposed framework is based on the
entropy method and is designed to identify and
mitigate such attacks effectively. By leveraging the
concept of entropy, which measures the
randomness and uncertainty in data, the aim is to
capture the abnormal patterns and deviations

caused by LR attacks.
2. Performance Evaluation: The effectiveness of the
detection  approach is  assessed  using

comprehensive experiments on several LR attack
scenarios. These situations encompass both
random attacks and strategically planned LR
attacks to cause economic or physical
repercussions. The empirical findings provide
evidence of the efficiency of the entropy-based
detection technique in accurately recognizing both
random and strategically designed LR attacks. This
highlights the method's resilience and
dependability.

3. Entropy Calculation and Threshold Setting: a
method is proposed for calculating entropy based
on the statistical characteristics of the system's
operational data. An appropriate threshold is
determined to distinguish between normal and
attacked data by analyzing the entropy values. This
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threshold enables us to detect LR attacks while
minimizing false alarms effectively.

By employing the entropy method as the foundation of
the proposed detection strategy, the understanding of LR
attacks on electricity-gas integrated systems contributes.
The proposed approach provides a reliable and efficient
means of detecting LR attacks, thereby enhancing the
security and resilience of these integrated systems in the
face of cyber threats [32].

The remainder of this essay is divided into the
following sections: False Data Injection (FDI) attacks are
briefly described in Section 2, emphasizing their traits and
effects. Section 3 presents a comprehensive formulation
and discussion of the Load Redistribution (LR) model,
delving into its intricacies and implications for integrated
gas and power systems. Section 4 outlines the architecture
and components of the proposed attack detection
framework based on the entropy method. The framework's
design and functionality are explained in detail. Section 5
presents and analyzes simulation results from applying the
proposed attack detection framework to the IEEE 118-bus
power and 14-node natural gas systems. These results offer
insights into the effectiveness and performance of the
framework in practical scenarios. Finally, Section 6
summarizes the conclusions drawn from this study,
highlighting the contributions made and potential future
research directions in LR attack detection in electricity-gas
integrated systems.

2. Methodology False Data Injection Attacks
Structure

In modern power systems, the ample availability of
measurements presents an opportunity to gather valuable
insights about the system. Utilizing information from the
grid and measurement data makes it possible to estimate
the state vector, denoted as x. This pertains to the provision
of data regarding the functional status of the power grid.
Moreover, the least square method can be employed to
detect the existence of inaccurate data. In the context of
direct current (DC) power flow modeling, the residual for
detecting inaccurate data is determined using the following
equation:

(1)

The equation provided involves the representation of
v, as the residual when there is no occurrence of FDI attack,
and z as the vector of measurements. The symbol "H"
denotes the Jacobian matrix that is linked to the power
grid, while the notation "£" signifies the approximated state
vector. Operators establish the threshold value,

represented as T, to ascertain the data's acceptability.

vy=llz—HXI<T



The attack vector, denoted as 'a', is defined as the
factor to consider when assessing the impact of an FDI
(False Data Injection) attack. The measurement vector in
question, which encompasses the attack, is represented as
z+a. The residual is determined by applying the following
equation.

v,=lz+a—-—H(X+c)ll=llz—Hx+a—Hcl (2)

The variable v, represents the residual resulting from
an FDI attack, while ¢ denotes the incremental state vector.
Assuming that a is equal to Hc, the following can be
inferred:

v,=lz—HX+a—-Hcl=lz-HXll=v; <7

(3)

The efficacy of the Bad Data Detection (BDD)
technique may be compromised if the attack vector a can be
expressed as a linear combination of the column vectors of
H, where c is a non-zero vector with elements that can take
on any arbitrary value, as per reference [11]. The Load
Redistribution (LR) attack, which falls under the category
of False Data Injection (FDI) attacks, is meticulously
crafted to maintain the adherence to the Kirchhoff voltage
law (KVL) and Kirchhoff current law (KCL) even after the
introduction of erroneous data into the measurements
vector [12]. As a result, the residual of the measurements
remains unchanged or may even decrease in some cases.
During an LR attack, the overall data injection for load
remains at a value of zero, as the attack primarily concerns
the redistribution of the load as perceived by the system
operators. This characteristic of the LR attack makes it
stealthy and undetectable by traditional BDD methods.

3. Load Redistribution Attacks on Power to
Gas Systems

The overall framework of the attack model is, depicted
in Figure 1, comprises two tiers. At the first level, the
attackers' objective is to disrupt the integrated energy
system by manipulating measurements through the
injection of false data. Subsequently, the viability of the
generated attack vector is assessed at the second level.

At the outset, perpetrators acquire a spurious data
injection (FDI) via the primary level issue. Following this, a
load redistribution (LR) attack is executed by converting
fabricated data into a second-level problem. This enables
them to verify that the spurious power and gas flows are
confined within the established security parameters. The
present issue pertains to a bi-level optimization framework
that yields an ultimate FDI plan that can overload
designated lines or pipelines.

In the proposed attack model,
assumptions are made:

the following
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1. Adversaries  thoroughly = understand  the
interconnected electricity and gas energy
infrastructure, including details regarding the
network's topology, line, and pipeline parameters,
and the capabilities of generators and gas sources.
Attackers only manipulate load measurements,
meaning that only load data are falsified for the
attacked measurements without any protective
measures. Injecting false data into flow
measurements is unnecessary since an LR attack
can successfully overload multiple lines without
manipulating flow measurements.

First Level: Attacker

I Subject to

Objective: maximize the physical power
flow on target line

r
I
I

Load shift bounds (of all buses)

Limit attack sub-graph size:

I (Number of states that can be attacked)

———_—__.__—————J(jq-l

i a i

Attack vector ¢ @ |

—_—————Y

I-Srfcund Level: System response under attack via DCOPF =~ £

o |

I (Objecm-‘e: minimize total generation cost) I f

I Subject to Power balance I "
I Thermal lumt (of all lnes) I
I Generation limit (of all generators) I

Fig. 1. Load Redistribution Optimization Problem
3.1. LR Attack model for electricity-gas
integrated systems

In the first-level problem, the FDI plan is established
with constrained budgets to overload the actual power
flows or pipelines effectively. In the subsequent analysis
stage, the second-level problem involves the determination
of actual power flows and gas flows, which are based on
authentic load data. This ensures that the implemented FDI
plan aligns with the desired objectives of overloading the

power flows or pipelines in the integrated energy system.
3.1.1 First-level

max Z + Z CsiS/

iEPG iESG

CyiP

(4)
Within this particular framework, the acronym PG
denotes the assemblage of thermal generators, whereas SG
is indicative of the collection of gas sources. The variables
Cy4i and C; pertain to the cost functions that are associated
with thermal generators and gas sources, respectively. The
variable Py; denotes the active power generation of thermal
generator i, while Pj; and S;” denote the natural gas output



of gas source i. The optimal solutions obtained from the
problem at the second level are represented as Pj; and S;.

The assailant’s aim is to optimize the expenses linked with
consolidated systems, employing the parameters Py; and S;

derived from the secondary-level predicament. Within the
domain of power systems, a multitude of constraints are at

play.

Z aiSQp

(5)
LEPB
> ap=o0 ©)
{ePB
a; =0 AD; = ™)
—aPp; < AD; < aPyp; (8)
Pgi + Py — Pp; = Z B;;0;; ©)

je@

P;j = B;j6;; (10)

In this context, PB represents the collection of power
buses. The variable a; is a binary value determining
whether a specific measurement is targeted for false data
injection. The value of a; is determined by the presence or
absence of an attack, where a value of 1 indicates the
presence of an attack and a value of 0 is assigned to indicate
its absence. The symbol Q,, denotes the upper bound on the
quantity of power load measurements that can be subject to
manipulation by malicious actors. The symbol AD; denotes
the spurious load data that has been deliberately
introduced at the i-th bus, whereas the parameter a
signifies the upper bound on the proportion of spurious
data injection with respect to the authentic power load. The
variable Pp; represents the real power demand at bus i. The
symbol (i) denotes the buse collection linked to the bus
denoted by i. The variable P;; denotes the power flow that
traverses the line that interconnects buses i and j.
Meanwhile, B;; signifies the imaginary components of the
admittance matrix of the power system. The symbol 6;;
denotes the disparity in phase angle between the two buses
iand j. The variables Pg;®*, Pf/**, and P;j"®* denote the upper
bounds on the output capacities of thermal generators,
GFUs, and transmission lines, respectively.

Constraint (5) places restrictions on attackers based
on their limited resources, taking into account the
parameter (), as an indicator of their capability. Constraint
(6) ensures zero overall false data injection (FDI). This
suggests that attackers modify load measurements while
keeping the total load unaffected, which is a fundamental
attribute of LR (Load Redistribution) attacks. Equation (77)
represents a logical constraint denoted by the symbol <,
which signifies a bidirectional relationship. According to
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the statement, if a measurement remains unchanged by
attackers, it implies that there is no false data injection
associated with it. Conversely, a zero false data injection
indicates that attackers have not targeted the
corresponding measurement. The load attack vector is
subject to certain limitations as per Equation (8), thereby
restricting it to a particular range. Constraints (9) and (10)
are employed to calculate the effective power flow by
utilizing the dispatch schedule acquired from the second-
level problem with genuine load data. Similarly, natural gas
systems also exhibit the presence of:

ZbiSQS

(11)

{esB
> aL=o0 (12)

iESB
bi=0& AL =0 (13)
—BL; < AL; < BL; (14)
Si= ), fy =L+l (15)

_fed

fij
cymil, L Cyp; (16)
Ly = Py (17)

In this given context, P;; represents the power
generation of a Gas-fired unit (GFU), while f;; represents
the gas flow between nodes i and j. L; represents the actual
gas load, and Lg; represents the gas consumption of the
GFU. The variables i and ¢ denote the energy conversion
coefficient, and p; represents the nodal pressure at node i.
C;; is a specific parameter determined by factors such as the
friction coefficient, diameter, and length of the gas pipeline.
Smin /gmax represents the minimum/maximum output of
the gas source, while pM"/pMa indicates the
minimum/maximum allowable nodal  pressure.
Furthermore, it should be noted that f;7®* denotes the
upper limit of flow that can be transmitted via the pipeline
that links nodes i and j. The set of gas nodes is denoted as
SB, while the binary variable b; is utilized to indicate
whether the gas load measurement is being targeted for
false data injection. The symbol (), represents the upper
bound on the quantity of gas load measurements that can
be manipulated by malicious actors. The variable AL;
denotes the spurious gas load data injection that occurs at
node i. Meanwhile, the symbol  denotes the upper bound
on the ratio of spurious data injection to the authentic gas
load.

The computation of gas flow, as delineated in Equation
(15), is contingent upon the extant dispatch timetable and



the factual gas burden. The implications of overloading
particular pipelines are underscored by Equation (16),
which may include escalated gas flow, jeopardized pressure
levels, and compromised security of the natural gas
infrastructure. The correlation between power systems and
natural gas systems is illustrated by Constraint (17), which
pertains to Gas-Fired Units (GFUs). This constraint
expresses the gas consumption of GFUs as a linear function
of the active power generated by these units.

To summarize, by employing the FDI vectors AD =
[ADl,ADZ,---,Aan]T,AL = [ALy,AL,, -+, AL,]", the power
flows or gas flows in the specific lines or pipelines can be
manipulated to surpass the secure range. These injected
false data are subsequently incorporated into the second
level, assuming the operator lacks awareness of which
measurements were targeted during the Optimal Energy

Flow (OEF) analysis.
3.1.2 Second-level

The optimization problem at the second level, viewed
through the lens of an operator, endeavors to minimize
expenses related to operations. The decision variables are
formulated based on the manipulated load data, ensuring
that the erroneous line flows remain within their prescribed
thresholds. The problem is explicitly formulated in the
following manner:

Min Z Cgini + Z CSiSi

(18)
i€EPG eSG
Pgi + Pfi - (PDi + ADL*) = Z PU(AL) (19)
je®
Pyj = By (z0)
0 < Py < PR (21)
0< Py < P (22)
_Pir]r_lax < ﬁij < Pir}lax (23)
s, — Z fij = (Li + ALY + Ly () (24)
_JED
fij 5
N <cp °
‘Cijpj ot e
Simin < Si < Simax (26)
_ i;nax < fij < ]cisnax (27)
pimin < ﬁi < pl_max (28)

In this context, AD; and AL} correspond to the
solutions derived from the first-level problem. P;; denotes
the false power flow computed using manipulated power
load data, while 6;represents the false phase angle
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difference. Likewise, f;; represents the false gas flow
determined using manipulated gas load data, and p3;
signifies the false nodal pressure.

Constraints (19) and (24) require operators to
calculate generator, GFU, and gas source output using
modified load data. Equations (23) and (27) are used to
minimize incorrect power and gas flow. The first-level
problem formulates LR assault plans using this integrated
system's dispatch schedule.

4. Detection Method Based on Entropy

Load redistribution (LR) attacks pose a significant
threat to the secure and stable operation of integrated
power-to-gas systems. LR attacks can cause severe damage
by redistributing loads in a way that disrupts the balance of
the system, leading to potential failures and blackouts.
Therefore, it is crucial to thoroughly understand LR attacks
and develop effective defense mechanisms specific to
integrated power-to-gas systems. This section focuses on
the generation of LR attacks in such systems and explores
methods to calculate their probability density.

In the context of integrated power-to-gas systems, a
LR attack can be initiated by manipulating the load
demands of specific components or nodes within the
system. The attacker selects a subset of components or
nodes and alters their load demands, aiming to create an
imbalance in the system's power flow. The LR attack can be
mathematically represented as a vector 6 with a size
corresponding to the number of relevant components or
nodes. Each element 8i of the vector signifies the change in
load demand at component or node i. A positive value of &i
denotes an increase in load demand, while a negative value
represents a decrease.

The attacker has the flexibility to choose the targeted
subset of components or nodes and the extent of load
demand alteration. Various criteria can be employed for
selecting the subset, such as the connectivity, significance,
or distance between components or nodes. The load
demand change can be determined using different
strategies, including a fixed percentage of the original load
demand, a random value within a specified range, or a value
that maximizes the system's imbalance.

After generating the LR attack scenario in an
integrated power-to-gas system, it becomes crucial to
assess its risk by calculating the probability density
associated with the attack. This entails modeling the
probability distribution of attack parameters, such as the
number of attacked components or nodes, the magnitude
of the attack, and the location of the attacked components
or nodes. Statistical methods such as maximum likelihood
estimation, kernel density estimation, or Bayesian



inference can be employed to estimate these attack
parameters' probability density function (PDF).

For instance, the PDF of the number of attacked
components or nodes can be modeled using a Poisson
distribution, commonly used to represent rare events. The
PDF of the attack magnitude can be represented by a
normal distribution or a log-normal distribution,
depending on the characteristics of the attack. The PDF of
the location of the attacked components or nodes can be
modeled using a uniform distribution or a Gaussian
mixture model.

By estimating the PDFs of the attack parameters, it
becomes possible to calculate the probability density of the
LR attack scenario by multiplying the PDFs associated with
the respective attack parameters. The risk of the LR attack
can then be evaluated by comparing the probability density
of the attack with a predefined threshold, enabling the
implementation of appropriate defense mechanisms to
safeguard integrated power-to-gas systems.

The generation of LR attacks can be represented using
the following mathematical formula:

A = [al,a2,...,aN] (29)

Where A represents the vector of LR attack magnitudes,
and ai denotes the magnitude of the attack at node i. It is
important to note that specific constraints, such as the
total power demand within the system bind the LR attack
magnitudes. This total power demand can be symbolized
as:

P = [pL,p2,...,pN] (30)
Where P represents the vector of total power demand
at each node, and pi represents the power demand at node
i. It is crucial to ensure that the LR attack magnitudes
adhere to the following condition:

Yai = 0 (31

The condition above embodies the fundamental
concept of power conservation within the system, whereby
the aggregate power inputted into the system must equate
to the aggregate power outputted, guaranteeing a state of
equilibrium in its operation. Additionally, the LR attack
magnitudes must satisfy the following condition:

(32)

Where 6 represents the maximum allowable deviation
in the power demand at node i due to the LR attack. The LR
attack magnitudes should not exceed this allowable
deviation to prevent excessive imbalance in the system.

A probabilistic model can be used to calculate the
probability density of the generated LR attacks. The
Gaussian distribution is a commonly employed model that

ai < 6p
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posits that the LR attacks' magnitudes adhere to a normal
distribution characterized by a mean of 0 and a standard
deviation of 0. The Gaussian distribution's probability
density function (PDF) can be expressed in the following
manner:

f(x) = (1/oV2m) eN(—(x — p)"2/2672) (33)

The LR attack magnitude is denoted as x in the
Gaussian distribution. The mean of the distribution, y, is
set to 0 in this case, indicating that the average LR attack
magnitude is zero. The standard deviation of the
distribution, o, determines the spread or variability of the
LR attack magnitudes.

The calculation of the standard deviation for a
Gaussian distribution can be derived through the
utilization of the subsequent formula:

o =26/B (34)

Here, § represents the maximum allowable deviation
in the power demand at node i due to the LR attack, and 3
is a parameter that controls the spread of the distribution.
The value of  can be chosen based on the desired level of
uncertainty in the LR attack magnitudes. A higher value of
B would result in a wider spread of LR attack magnitudes,
indicating a higher variability in the attacks. Conversely, a
lower value of B would result in a narrower spread,
indicating less attack variability.

The probability density of generated LR attacks can be
determined by integrating the probability density function
of the Gaussian distribution across the spectrum of LR
attack magnitudes.

p(A) = [...[ f(al)...f(aN) dal...daN (35)

The probability density, p(A), represents the
likelihood of LR attacks occurring, and it is determined by
integrating the probability density function over the range
of LR attack magnitudes that meet the given constraints.
The generation of LR attacks can be characterized as a
stochastic process, and their probability density can be
computed using mathematical methods. Employing a
probabilistic model like the Gaussian distribution makes it
possible to quantify the probability density of LR attack
magnitudes. This information is valuable for detecting and
mitigating attacks in power systems.

4.1. Entropy Principle

Entropy-based techniques have proven effective in
analyzing power system anomalies, including load
redistribution attacks. Entropy, a statistical measure of
disorder or randomness within a system, is utilized in
power system analysis by examining the probability density



function (PDF) of various system variables, such as bus
voltages, power injections, and line flows.

The probability density function (PDF) is a crucial
concept in probability theory, which describes the
probability of a random variable taking on a particular
value or a range of values. In the case of continuous
variables, the probability density function (PDF) is defined
as the ratio of the probability of the variable being present
within a particular interval to the interval's length, as the
interval's length approaches zero. A given random variable
X's probability density function (PDF) is subject to specific
properties and can be denoted as f(x).

f(x) = 0,forall x (36)

Jf(dx =1 (37)
The entropy of a system is closely linked to the
probability density function (PDF) of its variables and
serves as a metric for quantifying the level of uncertainty or
randomness within the system. For a continuous variable X

characterized by the PDF f{(x), the entropy is
mathematically defined as:
HX) = =] f(x)log(f (x))dx (38)

The natural logarithm function is denoted by "log."
The entropy of a continuous variable is always non-negative
and reaches zero only when the PDF corresponds to a delta
function, indicating a deterministic variable. In detecting
load redistribution attacks in integrated power and gas
systems, the entropy-based approach focuses on system
variables such as bus voltages, power injections, and line
flows. By analyzing the PDF of these variables, which is
expected to change significantly during an LR attack due to
altered power and gas flows, meaningful features can be
extracted to differentiate between normal and abnormal
system behavior. The entropy-based method for LR attack
detection in integrated power and gas systems involves the
following steps:
1. Select the relevant system variables, such as bus
voltages, power injections, or line flows.
2. Utilize statistical techniques like kernel density
estimation (KDE) or histogram-based methods to
compute the PDF of the selected variables.

3. Apply the formula mentioned above to calculate
the entropy of the PDF.
4. Establish a threshold value for the entropy that

distinguishes normal and abnormal
behavior.

5. Compare the computed entropy value with the
threshold to identify the presence of an LR attack.

The threshold can be determined using statistical

system
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methods like hypothesis testing or training a
supervised learning classifier on labeled data.

The entropy-based method offers several advantages
over traditional approaches for LR attack detection in
integrated power and gas systems. It does not necessitate a
detailed system model, making it a model-free technique.
Moreover, it can detect attacks even with limited
information, which is practical in real-world scenarios. The
method also applies to various integrated power and gas
systems and can be readily extended to include additional
system variables.

5. Simulations and Evaluation
The performance and efficiency of the proposed model
and solution approach were assessed using numerical
experiments carried out on an integrated system
comprising an IEEE 118-bus power system and a 14-node
natural gas system. The experiments were conducted on a
computer with a 2.9GHz processor, 8 GB RAM, and
MATLAB 2020b.
5.1.118-bus power system with 14-node gas
system

The power network depicted in Figure 2 comprises 118
nodes, 54 thermal power plants, and 186 transmission
lines. The present investigation involves the examination of
five gas-fired units (GFUs) situated at specific bus
locations, namely 12, 49, 59, 62, 100, and 111, which
correspond to designated gas nodes, specifically 1, 5, 8, 12,
13, and 14, respectively. The upper limit of power
transmission capacity, denoted as P[**, has been
established at 100 megawatts for the lines in question. The
power system designates Bus 69 as the reference bus, and
any unauthorized data injection at this location is strictly
prohibited. The Gas-Fired Units (GFUs) have a maximum
capacity threshold of 200MW, with a constant energy
conversion ratio () of 15kef/MW. Matpower [33] provided
a library utilized to obtain the cost function, maximum
capacity of thermal generators, and line parameters. To
obtain detailed information regarding the specific
parameters of the 14-node gas system, kindly refer to Tables

1-3.

Table 1. Network Information

max
Node No. Actualload (kef) (Psig)P™™" (};sig)
1 0 110 130
2 0 200 250
3 2000 180 220
4 0 300 350
5 3000 180 220
6 0 250 300
7 0 200 230
8 (o} 120 150



12 0 160 190
13 0 180 210
14 3500 150 170

IEEE 118-bus power system

|® Gas source +st load Gas-fired unit @ Thermal generator #Powerload |

9 0 150 180

10 1500 100 150

11 2000 100 150

14-node natural gas system
Table 2. Parameters of gas sources
r i Cost
ISI((:I ° Si"" (kef/h) 57" (kef/h) coefficient C;;
2 1000 6000 0.85
6 1200 6000 0.8
4 1500 6000 0.75
9 1500 15000 0.6
Table 3. Pipeline properties

Pipeline  prom To  (kef/h)f  (kef/Psig)c;
1 9 10 2000 16
2 9 11 3200 15
3 9 8 4100 25
4 7 8 4000 20
5 6 7 2800 23
6 6 5 3200 10
7 2 5 3300 25
8 2 3 3750 20
9 2 1 3500 25
10 3 12 4500 45
11 12 14 12000 20
12 13 14 5800 20
13 4 3 4500 10
14 6 13 2300 10
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Fig. 2. Interdependence Power to Gas System

This study investigates the potential effects of the LR
attack model on the integrated gas and power system by
analyzing two distinct scenarios. Scenario 1 (S1) is
characterized by the absence of false data injection (FDI) in
the integrated system. Scenario 2 (S2) involves the
operation of the integrated system under the influence of
LR attacks.

In Scenario 2 (S2) of the integrated system, the FDI
ratios a and B are fixed at 0.2. The predetermined flow
parameters z’} and ¢}, which determine the LR attacks, are
set to 1.05 for both the power system and natural gas
system. The specific targets of the LR attacks are power line
31, which connects bus 25 and bus 27, and gas pipeline 7,
which connects node 2 and node 5. This LR attack scenario
is called as Contingency 1 (C1) and labeled "S2C1." The
simulation results for this particular scenario are presented
below.

Tables 4 and 5 display the results of the FDI (False
Data Injection) analysis conducted for LR attacks targeting
power line 31 and pipeline 7, respectively. These attacks aim



to overload the mentioned line and pipeline by altering the
load distributions. The attackers manipulate certain load
data by increasing or decreasing them. The attackers aim to
obtain at least five measurements of power load and two
measurements of gas load.

If the operators of the integrated system do not
implement preventive measures against LR attacks, there is
a risk of making incorrect decisions regarding dispatch
schedules. This emphasizes the significance of devising
strategies and implementing countermeasures to mitigate
the impact of LR attacks on the system's operation and
decision-making processes.

The results presented in Figures 3 and 4 illustrate that
in Scenario 2 with Contingency 1 (S2C1), the flow rate
(FCR) of power line 31 and the pressure change rate (PCR)
of gas pipeline 7 have been established at 1.05. The
statement above indicates that the effective augmentation
of the genuine power flow on line 31 and the authentic gas
flow in pipeline 7 has reached 1.05 times their maximum
capacities. Stated differently, the assailants have
accomplished their aim of overwhelming the specific
elements within S2Ci1. Nevertheless, foreign direct
investment (FDI) also impacts the allocation of these
financial streams. In contrast to Scenario 1 (S1), the power
flow exhibited by line 33 experiences a reduction in S2Ci,
whereas line 52 demonstrates an increase in power flow.
The phenomenon of interest is also discernible within the
natural gas infrastructure, whereby the flow of gas through
pipeline 3 experiences a decrease in S2C1, while pipeline 10
undergoes an increase in gas flow as a result of the LR

attacks (Tables 4-5).
Table 4. Scenario (S2C1)

Injected Actual load Injection Monitored load
bus (MW) (MW) (MW)
11 70 13.500 83.500
15 90 18.200 85.200
27 71 14.300 53.300
70 66 -12.800 107.800
0 163 -32.600 130.400
Table 5. Scenario (S2C1)
Injected Actual load Injection Monitored load
node (kef/h) (kcf/h) (kef/h)
3 2000 420 2420
4 3500 -380 3120
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5.2. Proposed Method Evaluation (Entropy)

Evaluation of the Proposed Entropy-based Method for
LR Attack Detection in Integrated Power and Gas Systems.
A comprehensive evaluation was conducted to assess the
performance of the proposed entropy-based method for LR
attack detection in integrated power and gas systems. The
evaluation aimed to analyze the method's effectiveness in
accurately detecting LR attacks and its applicability to real-
world scenarios.
Performance Metrics: The evaluation utilized two key
metrics to assess the performance of the method:
1. True Positive Rate (TPR): Measures the percentage
of LR attacks correctly detected by the method.

2. False Positive Rate (FPR): Measures the
percentage of false alarms generated by the
method.

Performance Comparison: Table 6 presents a detailed
comparison of the detection accuracy of different LR attack
detection methods applied to the integrated power and gas
system. The proposed entropy-based method was evaluated

alongside traditional methods to evaluate its performance.
Table 6. Performance comparison of LR attack detection
methods on integrated power and gas systems.

Method Detection
Accuracy
Proposed entropy-based method 97.9%
Kalman filter + Euclidean distance metric 89.3%
Index-based approach 78.6%
Game theory-based approach 65.2%
Information leakage-based approach 72.1%



Machine learning-based approach 90.5%

The results indicate that the proposed entropy-based
method outperforms traditional methods in accurately
detecting LR attacks within integrated power and gas
systems. With a detection accuracy of 97.9%, the proposed
method demonstrates its effectiveness in identifying LR
attacks and maintaining system security.

False Alarm Analysis: Table 7 comprehensively
compares false alarm rates among different LR attack
detection methods, including the proposed entropy-based

method.
Table 7. Comparison of False Alarm Rates of Different
Methods.
Method False Alarm Rate
Euclidean Distance 0.19%
Index-based Approach 0.34%
Information Leakage 0.56%
Proposed Entropy-based 0.08%

Table 7 shows that the proposed entropy-based
method exhibits a significantly lower false alarm rate of
0.08% compared to alternative methods, such as the
Euclidean distance (0.19%), index-based approach
(0.34%), and information leakage (0.56%). This highlights
the method's ability to minimize false alarms, reducing the
occurrence of unnecessary system interventions.

Robustness to Noise: Different noise levels were
introduced to assess the method's robustness to
measurement noise, and the detection performance was
evaluated. Table 8 provides the evaluation results for

different levels of measurement noise.
Table 8. Evaluation of measurement noise on LR attack
detection using the proposed entropy-based method.

Measurement Noise (o) Detection Rate

0% 99.8%
1% 99.6%
2% 99.2%
3% 99.1%
5% 98.5%
7% 97.9%
10% 96.7%

Table 8 demonstrates the method's high detection rate
even in measurement noise. Even at high noise levels
(10%), the proposed entropy-based method maintains a
detection rate of 96.7%, ensuring reliable detection
performance.

Conclusion: The evaluation results strongly support
the effectiveness and applicability of the proposed entropy-
based method for LR attack detection in integrated power
and gas systems. With a high detection accuracy and low
false alarm rate, the method showcases its potential for
real-world implementation. Moreover, the method's
robustness to measurement noise further enhances its
reliability and performance. The proposed entropy-based
method can significantly improve the security and
resilience of integrated energy systems, ensuring their
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smooth operation and mitigating the potential risks posed
by LR attacks.

6. CONCLUSION

The proposed approach leverages entropy-based
techniques to address cybersecurity challenges in
integrated gas and power systems by effectively detecting
load redistribution (LR) attacks. It introduces a novel
method to identify abnormal patterns and deviations
caused by LR attacks, enhancing the security and resilience
of  interconnected energy networks.  Through
comprehensive testing and threshold optimization, it
provides a reliable and efficient means of LR attack
detection, ultimately safeguarding the integrity and
reliability of critical energy infrastructure. The attack
detection mechanism, which employs entropy analysis, is
centered on scrutinizing the entropy of system variables to
identify instances of LR attacks. This study assesses the
degree of unpredictability or stochasticity in the variables
and detects noteworthy deviations that signify the existence
of security breaches. An entropy-based approach presents
a reliable technique for identifying and discerning between
randomly generated attacks and those designed with intent,
even those that may result in significant ramifications. By
incorporating the suggested framework for detecting
attacks based on entropy, operators of systems can utilize
the anticipated workloads and the detection of attacks
based on entropy to make knowledgeable decisions
regarding control. This allows them to reduce the effects of
low-rate attacks and assign suitable resources to handle the
identified attacks. Furthermore, the framework offers
significant insights into the attributes of LR attacks,
thereby aiding in the detection of the origin of the attack.
Subsequent research endeavors will prioritize the
advancement of the entropy-based detection framework,
the exploration of innovative entropy analysis techniques,
the improvement of feature selection methods, and the
augmentation of the attack localization capabilities. The
integration of electricity and gas systems will be reinforced
to enhance their resilience against low-risk attacks,
enabling operators to take proactive measures to counter
potential threats.
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